
Debugging nameservers using dig +norec
You do NOT need to be root to run this exercise. NOTE: it is very good practice to put a trailing dot after
every hostname - this prevents the default domain from /etc/resolv.conf being appended.

This example: testing www.tiscali.co.uk.

1. Make a query starting at a root nameserver
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Note: We only got back NS records (plus some related information - the A records which correspond to
those nameservers). This is a REFERRAL.

In theory we should repeat this query for b.root-servers.net, c.root-servers.net etc and check we get the
same answers. Occasionally root servers do have problems.

2. Note the five nameservers we saw in the response

(Remember that DNS names are not case sensitive)
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3. Repeat the query for all NS records in turn
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Check the results are consistent! (Note: if a server is authoritative for both a domain and a subdomain,
it will immediately return the result for the subdomain. This is OK) 

4. Continue to repeat the query for all NS records found
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We have now found the answer. Also check that the 'AUTHORITY SECTION' in the response has the
same list of nameservers as we used to perform the query. (These are the NS records contained within the
authoritative server itself)

5. Checklist
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6. Now check the NS records themselves!

Notice that every NS record points to the NAME of a host, not an IP address. (It is illegal for an NS
record to point at an IP address, it will not work at all)

However during each 'dig', we were relying on dig converting (say) 'ns0.as9105.com' to the correct IP
address. It performs a recursive lookup to find the IP address of this server, so that it can send the query
there.

Therefore, you need to start again and check every NS record you found, in exactly the same way! This is
tedious, and generally the top-level servers are right. But it's worth checking your country-level NS



records and your own NS records.

Example: ns0.as9105.com.
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ÙÙ ã ÝçFèéß4ê�ç�à å Þ4î	ç ê�é äaÚ
È'Ô�ö'á�÷�ø�Ä�ù�Ë	ÏLÄ á	ì ê ä}ä4å Ö Ô	÷PÄ�Ê'×ÔFùFÈÉF×XÄdù�ËGÄnúFû=Ä
È'Ô�ö'á�÷�ø�Ä�ù�Ë	ÏLÄ á	ì ê ä}ä4å Ö Ô	÷PÄ�ÈÔ�ö'á�÷�ø�Ä�ù�Ë	ÏLÄ

Now we check:

� Were all the answers the same? (Yes: 212.139.129.130 from both a.gtld-servers.net and the
authoritative nameservers) � Did the delegation match the NS records in the authoritative nameservers? (Yes: delegation to
ns0.as9105.com and ns0.tiscali.co.uk, and these records were listed in the zone) 

Negative answers

The non-existence of a RR is an important piece of information too. The response you get should look
like this:

i®4¯�°}±�²'³F´µ¶5·�²)¼�¿P¹nº4¯'¼�¶¸'Ø¯�¹c¶F³a¹����=¹���¯���� Ø�µP¹cº+¯+¼�¶'¸'Ø¯�¹n¶³P¹����L¹�¸
ÙÙ Î���� èÞ ã'ì Þ'ß���� Î
Ë��4ù�ËFÓÆGÚ ÜFÝÞß�à â ¼�º'¸�º���¼! ¾ó�"'ð�#�$ô0ò�ó â3×�ÓPÚ&%ÙÙ�' Ø�¸°4¼! &(�´�¸¸ Ù*ÜÝFÞ'ß	à Ú�áGâ�ã'ä åjæ Þß Ú;÷Pâ�ã ÝFçèFé'ß+ê	ç�à Ú�áGâ�ãìì ê	ç4ê	é ä�ã+íaÚ;÷ÙÙ*ÜFÝÞß�à å Þ4î	ç ê�é äaÚÙÙ þ�×)
�
4ÉFÆXÄ�Ê'×'Ô�ùÈFÉF×XÄdù�ËGÄnúFû=â�Ê��*�+Æ,+,ãYâ3ùFÉÈÔÔ-+ ê ä
ÙÙ ã ÝçFèéß4ê�ç�à å Þ4î	ç ê�é äaÚ
Ê+×ÔFùFÈÉF×XÄdù�ËGÄnúFû=Ä Á/. ê ä"å é ã Ö Ô	÷PÄ�Ê'×'Ô�ùÈFÉ×�Ädù�ËGÄnúFû=Ä
ý+Ë+Ô�Ê�Ï�ÈÔ�ÊÆ�ÅaÄnúFû=ÄcÊ+×ÔFùFÈÉF×�Ä�ù�Ë	ÏLÄ0�

ë�÷÷21�÷�3�÷41�÷'á Ù Ô�Æ	Å ×FÈÉ
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AA is set, but there is nothing in the answer apart from the SOA. The parameters in the SOA are used to
work out how much negative caching is allowed. (Old caches use the TTL of the SOA itself; new caches
uses the SOA 'minimum' value. It's best to set both to the same value)

Meaning of flags (from RFC 1034/RFC 1035)
N*O PRQ�L<9�S:F�@T;�F�9�U�V@�>2W�@X=)E<9*Y�F�;�F�9*=0Z*>:9�@�><9�8T@�>2F�=0J49*=�=�W�[*9\F*=,W

] M<9�8�A_^a` Icb Q�8RWd8<9<=�E<Q�L4=�9e^	? Igf
P�P P<M*@�>*Q�82F�@<W�@<F�h29-P*L4=iZ49�8Rj,@�>:F*=-S:F�@TF*=kh2W�U�F�VTF)L8:9*=)E*Q�L2=�9*= b

W�L*VX=�E:9�Y�F�;�F�9<=�@�>2W�@@�><9�8:9*=)E*Q�L*V*F�L�[lL2W/J49T=�9�8�h29�8RF*=lW)L
W�M*@�>*Q�82F�@�Am;�Q�8T@�>:9lV�Q�J4W�F)LL2W/J49F�L ] M:9*=�@*F�Q�Lm=�9�Y�@*F�Q�L f

O�n O<9�Y�M�82=�F�Q�Lln:9<=�F�8<9�VTj,@�>2F�=-S2F�@dJ4W)A\S<9T=�9�@TF�LRW ] M:9�8�AmW)L<VF*=lY�Q�E2F�9�VTF)L<@�Q@�><9�8:9*=)E*Q�L2=�9 f o ;�O�nmF*==�9�@ b F�@V*F�8<9*Y�@:=
@�><9�L:W�J29T=�9�8�h:9�8T@�Q,E�M�84=�M:9l@�>:9 ] M<9�8�A\8:9�Y�M�84=�F)h:9*U�A fO<9�Y�M�82=�F�h29 ] M:9�8�Ap=�M�E�E<Q�8<@TF�=�Q�E*@*F�Q�L2W�U f

O�P O<9�Y�M�82=�F�Q�L,P�h4W�F�U�W�S:U�9\j,@�>2F�=-S:9F*==�9�@Q�8RY�U�9*W)8:9�VTF�LRW
8:9*=)E*Q�L4=�9 b W)L<VV�9�L*Q�@�9<=0Z*>:9�@�><9�8l8:9�Y�M�84=�F)h:9 ] M<9�8�Ap=)M�E�E*Q�8*@TF�=W)h2W�F�U�W�S:U�9\F)LT@�><9�L2W/J49T=�9�8�h29�8 f

As well as the lack of 'AA' flag, a good way to spot cached answers is to repeat the query a few times and
watch the TTL counting downwards

q V<F�[r�L*Q<Y f ZK= f W�;)L<Q�[ f Q�8*[ f E4=)[ f Y�Q)J f
7�7�P*s2t/B<u�OXt�u<v�w o�x szy
E4=)[ f Y�Q)J f {�|/}*~�~2�lo s,P ?��<� f�����f ` f����
q V<F�[r�L*Q<Y f ZK= f W�;)L<Q�[ f Q�8*[ f E4=)[ f Y�Q)J f
7�7�P*s2t/B<u�OXt�u<v�w o�x szy
E4=)[ f Y�Q)J f {�|/}K|��:�lo s,P ?��<� f�����f ` f����


