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Overview

 G o a l o f t h i s s e s s i o n
 W h a t i s D N S ?
 H o w i s D N S b u i l t a n d h o w d o e s i t w o r k ?
 H o w d o e s a q u e r y w o r k ?
 R e c o r d t y p e s
 C a c h i n g a n d A u t h o r i t a t i v e
 D e l e g a t i o n : d o m a i n s v s z o n e s
 F i n d i n g t h e e r r o r : w h e r e i s i t b r o k e n ?



Goal of this session

 We w i l l r e v i e w t h e b a s i c s o f D N S , 
i n c l u d i n g q u e r y m e c h a n i s m s , 
d e l e g a t i o n , a n d c a c h i n g .

 T h e a i m i s t o b e a b l e t o u n d e r s t a n d 
e n o u g h o f D N S t o b e a b l e t o c o n f i g u r e 
a c a c h i n g D N S s e r v e r , a n d t r o u b l e s h o o t 
c o m m o n D N S p r o b l e m s , b o t h l o c a l a n d 
r e m o t e ( o n t h e I n t e r n e t )



What is DNS ?

 S y s t e m t o c o n v e r t n a m e s t o I P 
a d d r e s s e s :

www.ws.afnog.org  →   196.200.223.1
www.afrinic.net → 2001:42d0::200:80:1

 . . . a n d b a c k :

196.200.223.1  →   noc.ws.afnog.org
1.0.0.0.0.8.0.0.0.0.2.0.0.0.0.0.0.0.0.0
.0.0.0.0.0.d.2.4.1.0.0.2.ip6.arpa. →  
www.afrinic.net.



What is DNS ?

 O t h e r i n f o r m a t i o n c a n b e f o u n d i n D N S :

−w h e r e t o s e n d m a i l f o r a d o m a i n
−w h o i s r e s p o n s i b l e f o r t h i s s y s t e m
−g e o g r a p h i c a l i n f o r m a t i o n
−e t c . . .

 H o w d o w e l o o k t h i s i n f o r m a t i o n u p ?



Basic DNS tools

 U s i n g t h e h o s t c o m m a n d :

# host noc.ws.afnog.org.

noc.ws.afnog.org has address 196.200.223.1

# host 196.200.223.1

1.223.200.196.in-addr.arpa domain name 
pointer noc.ws.afnog.org.



Basic DNS tools

 H o s t w i t h I P v 6 :

# host www.afrinic.net

www.afrinic.net has IPv6 address 
2001:42d0::200:80:1

# host 2001:42d0::200:80:1

1.0.0.0.0.8.0.0.0.0.2.0.0.0.0.0.0.0.0.0.0.
0.0.0.0.d.2.4.1.0.0.2.ip6.arpa domain name 
pointer www.afrinic.net.



Basic DNS tools

 T r y t h i s y o u r s e l f w i t h o t h e r n a m e s – 
f i r s t l o o k u p t h e n a m e s b e l o w, t h e n d o t h e 
s a m e f o r t h e I P a d d r e s s r e t u r n e d : 

  www.yahoo.com
  www.nsrc.org 

ipv6.google.com 

 D o e s t h e l o o k u p o f t h e I P m a t c h t h e 
name ?  Why ?

 W h e r e d i d t h e ' h o s t ' c o m m a n d f i n d t h e 
i n f o r m a t i o n ?



How is DNS built ?

org com

DNS Database

etc usrbin

Unix Filesystem
... forms a tree structure

ac.ma

emi.ac.ma

afnog.org nsrc.org yahoo.com
usr/local usr/sbin/etc/rc.d

usr/local/src

.(root) / (root)

ma

www.afnog.org



How is DNS built ?

 D N S i s h i e r a r c h i c a l

 D N S a d m i n i s t r a t i o n i s s h a r e d – n o 
s i n g l e c e n t r a l e n t i t y a d m i n i s t r a t e s 
a l l D N S d a t a

 T h i s d i s t r i b u t i o n o f t h e 
a d m i n i s t r a t i o n i s c a l l e d d e l e g a t i o n



How does DNS work ?

 C l i e n t s u s e a m e c h a n i s m c a l l e d a 
r e s o l v e r a n d a s k s e r v e r s – t h i s i s 
c a l l e d a q u e r y

 T h e s e r v e r b e i n g q u e r i e d w i l l t r y t o 
f i n d t h e a n s w e r o n b e h a l f o f t h e 
c l i e n t

 T h e s e r v e r f u n c t i o n s r e c u r s i v e l y , f r o m 
t o p ( t h e r o o t ) t o b o t t o m , u n t i l i t 
f i n d s t h e a n s w e r , a s k i n g o t h e r s e r v e r s 
a l o n g t h e w a y - t h e s e r v e r i s r e f e r r e d 
t o o t h e r s e r v e r s



How does DNS work ?

 T h e c l i e n t ( w e b b r o w s e r , m a i l p r o g r a m , 
. . . ) u s e t h e O S ’ s r e s o l v e r t o f i n d t h e 
I P a d d r e s s .

 F o r e x a m p l e , i f w e g o t o t h e w e b p a g e 
w w w. y a h o o. c o m : 

−t h e w e b b r o w s e r a s k s t h e O S «  I n e e d t h e I P 
f o r w w w. y a h o o . c o m  »

−t h e O S l o o k s i n t h e r e s o l v e r c o n f i g u r a t i o n 
w h i c h s e r v e r t o a s k , a n d s e n d s t h e q u e r y

 O n U N I X , / e t c / r e s o l v. c o n f i s w h e r e t h e 
r e s o l v e r i s c o n f i g u r e d .



A DNS query

www.yahoo
.co

m ?
« . » (root)

client
server

.com DNSwww.yahoo.com ?

yahoo.com DNS

www.yahoo.com ?

ask
 .co

m D
NS

ask Yahoo DNS

87.140.2.33

87.140.2.33

www.yahoo.com ?
Q

1

2

3

4
5

6

A



Query detail with tcpdump

 L e t ' s l o o k u p ' h 1 - w e b . h o s t i n g . c a t p i p e . n e t '

 O n t h e s e r v e r , w e d o :

 # tcpdump -n udp and port 53

 In another window/screen do:

 # host <something>



Query detail - output

 1: 18:40:38.62 IP 192.168.1.1.57811 > 192.112.36.4.53:  
29030 [1au] A? h1-web.hosting.catpipe.net. (55)

 2: 18:40:39.24 IP 192.112.36.4.53 > 192.168.1.1.57811:  
29030- 0/13/16 (540)

 3: 18:40:39.24 IP 192.168.1.1.57811 > 192.43.172.30.53:  
7286 [1au] A? h1-web.hosting.catpipe.net. (55)

 4: 18:40:39.93 IP 192.43.172.30.53 > 192.168.1.1.57811:  
7286 FormErr- [0q] 0/0/0 (12)

 5: 18:40:39.93 IP 192.168.1.1.57811 > 192.43.172.30.53:  
50994 A? h1-web.hosting.catpipe.net. (44)

 6: 18:40:40.60 IP 192.43.172.30.53 > 192.168.1.1.57811:  
50994- 0/3/3 (152)

 7: 18:40:40.60 IP 192.168.1.1.57811 > 83.221.131.7.53:  
58265 [1au] A? h1-web.hosting.catpipe.net. (55)

 8: 18:40:41.26 IP 83.221.131.7.53 > 192.168.1.1.57811:  
58265* 1/2/3 A 83.221.131.6 (139)



Query detail - analysis

 We u s e a p a c k e t a n a l y z e r ( w i r e s h a r k / 
e t h e r e a l ) t o v i e w t h e c o n t e n t s o f t h e 
q u e r y . . .



Resolver configuration

 S o h o w d o e s y o u r c o m p u t e r k n o w w h i c h 
s e r v e r t o a s k t o g e t a n s w e r s t o D N S 
q u e r i e s ?

 O n U N I X , l o o k i n /etc/resolv.conf
 L o o k n o w i n t h e f i l e , a n d v e r i f y t h a t 

y o u h a v e a ' n a m e s e r v e r ' s t a t e m e n t o f 
t h e f o r m :

nameserver a.b.c.d
or

nameserver ip:v6:ad:dr:es:ss
. . . w h e r e a . b . c . d i s t h e I P / I P v 6 o f a 
f u n c t i o n i n g D N S s e r v e r ( i t s h o u l d ) .



Finding the root...

 T h e f i r s t q u e r y i s d i r e c t e d t o :

1 9 2 . 1 1 2 . 3 6 . 4 ( G. R O O T- S E RV E R S . N E T. )

 H o w d o e s t h e s e r v e r k n o w w h e r e t o 
r e a c h t h e r o o t s e r v e r s ?

 C h i c k e n - a n d - e g g p r o b l e m
 E a c h n a m e r s e r v e r h a s a l i s t o f t h e 

r o o t n a m e s e r v e r s ( A – M . RO O T-
S E RV E R S . N E T ) a n d t h e i r I P a d d r e s s

 I n B I N D, named.root



Using 'dig' to get more details

 t h e ' h o s t ' c o m m a n d i s l i m i t e d i n i t s 
o u t p u t – g o o d f o r l o o k u p s , b u t n o t 
e n o u g h f o r d e b u g g i n g .

 w e u s e t h e ' d i g ' c o m m a n d t o o b t a i n 
m o r e d e t a i l s

 d i g s h o w s a l o t o f i n t e r e s t i n g 
s t u f f . . .



ns# dig @147.28.0.39 www.nsrc.org. a

; <<>> DiG 9.3.2 <<>> @147.28.0.39 www.afnog.org
; (1 server found)
;; global options:  printcmd
;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 4620
;; flags: qr aa rd; QUERY: 1, ANSWER: 1, AUTHORITY: 4, 
ADDITIONAL: 2

;; QUESTION SECTION:
;www.afnog.org.                 IN      A

;; ANSWER SECTION:
www.afnog.org.          14400   IN      A       128.223.162.29

;; AUTHORITY SECTION:
afnog.org.              14400   IN      NS      rip.psg.com.
afnog.org.              14400   IN      NS      arizona.edu.

;; ADDITIONAL SECTION:
rip.psg.com.            77044   IN      A       147.28.0.39
arizona.edu.             2301   IN      A       128.196.128.233

;; Query time: 708 msec
;; SERVER: 147.28.0.39#53(147.28.0.39)
;; WHEN: Wed May 10 15:05:55 2007
;; MSG SIZE  rcvd: 128

Using 'dig' to get more details



noc# dig www.afrinic.net any

; <<>> DiG 9.4.2 <<>> any www.afrinic.net
;; global options:  printcmd
;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 36019
;; flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 6, ADDITIONAL: 10

;; QUESTION SECTION:
;www.afrinic.net. IN ANY

;; ANSWER SECTION:
www.afrinic.net. 477 IN AAAA 2001:42d0::200:80:1
www.afrinic.net. 65423 IN A 196.216.2.1

;; AUTHORITY SECTION:
afrinic.net. 65324 IN NS sec1.apnic.net.
afrinic.net. 65324 IN NS sec3.apnic.net.
afrinic.net. 65324 IN NS ns1.afrinic.net.
afrinic.net. 65324 IN NS tinnie.arin.net.
afrinic.net. 65324 IN NS ns.lacnic.net.
afrinic.net. 65324 IN NS ns-sec.ripe.net.

;; ADDITIONAL SECTION:
ns.lacnic.net. 151715 IN A 200.160.0.7
ns.lacnic.net. 65315 IN AAAA 2001:12ff::7
ns-sec.ripe.net. 136865 IN A 193.0.0.196
ns-sec.ripe.net. 136865 IN AAAA 2001:610:240:0:53::4
ns1.afrinic.net. 65315 IN A 196.216.2.1
tinnie.arin.net. 151715 IN A 168.143.101.18
sec1.apnic.net. 151715 IN A 202.12.29.59
sec1.apnic.net. 151715 IN AAAA 2001:dc0:2001:a:4608::59
sec3.apnic.net. 151715 IN A 202.12.28.140
sec3.apnic.net. 151715 IN AAAA 2001:dc0:1:0:4777::140

;; Query time: 1 msec
;; SERVER: 196.200.218.1#53(196.200.218.1)
;; WHEN: Tue May 27 08:48:13 2008
;; MSG SIZE  rcvd: 423



dig output

 S o m e i n t e r e s t i n g f i e l d s :

−f l a g s s e c t i o n : q r a a r d
−s t a t u s
−a n s w e r s e c t i o n
−a u t h o r i t y s e c t i o n
−T T L ( n u m b e r s i n t h e l e f t c o l u m n )
−q u e r y t i m e
−s e r v e r

 N o t i c e t h e ' A ' a n d ' A A A A ' r e c o r d t y p e 
i n t h e o u t p u t .



Record types

 B a s i c r e c o r d t y p e s :

 A , A A A A : I P v 4 , I P v 6 a d d r e s s
 N S : N a m e S e r v e r
 MX: M a i l e X c h a n g e r
 CNAME: C a n o n i c a l n a m e ( a l i a s )
 P T R : R e v e r s e i n f o r m a t i o n



Caching vs Authoritative

 I n t h e d i g o u t p u t , a n d i n s u b s e q u e n t 
o u t p u t s , w e n o t i c e d a d e c r e a s e i n 
q u e r y t i m e i f w e r e p e a t e d t h e q u e r y .

 A n s w e r s a r e b e i n g c a c h e d b y t h e 
q u e r y i n g n a m e s e r v e r , t o s p e e d u p 
r e q u e s t s a n d s a v e n e t w o r k r e s s o u r c e s

 T h e T T L v a l u e c o n t r o l s t h e t i m e a n 
a n s w e r c a n b e c a c h e d

 D N S s e r v e r s c a n b e p u t i n t w o 
c a t e g o r i e s : c a c h i n g a n d a u t h o r i t a t i v e.



Caching vs Authoritative: 
authoritative

 A u t h o r i t a t i v e s e r v e r s t y p i c a l l y o n l y 
a n s w e r q u e r i e s f o r d a t a o v e r w h i c h 
t h e y h a v e a u t h o r i t y , i . e . : d a t a o f 
w h i c h t h e y h a v e a n e x t e r n a l c o p y , i . e . 
f r o m d i s k ( f i l e o r d a t a b a s e )

 I f t h e y d o n o t k n o w t h e a n s w e r , t h e y 
w i l l p o i n t t o a s o u r c e o f a u t h o r i t y , 
b u t w i l l n o t p r o c e s s t h e q u e r y 
r e c u r s i v e l y .



Caching vs Authoritative: caching

 C a c h i n g n a m e s e r v e r s a c t a s q u e r y 
f o r w a r d e r s o n b e h a l f o f c l i e n t s , a n d 
c a c h e a n s w e r s f o r l a t e r .

 C a n b e t h e s a m e s o f t w a r e ( o f t e n i s ) , 
b u t m i x i n g f u n c t i o n a l i t y 
( r e c u r s i v e / c a c h i n g a n d a u t h o r i t a t i v e ) 
i s d i s c o u r a g e d ( s e c u r i t y r i s k s + 
c o n f u s i n g )

 T h e T T L o f t h e a n s w e r i s u s e d t o 
d e t e r m i n e h o w l o n g i t m a y b e c a c h e d 
w i t h o u t r e - q u e r y i n g .



TTL values

 T T L v a l u e s d e c r e m e n t a n d e x p i r e

 T r y r e p e a t e d l y a s k i n g f o r t h e A r e c o r d 
f o r w w w. y a h o o . c o m : 

# dig www.yahoo.com 

 W h a t d o y o u o b s e r v e a b o u t t h e q u e r y 
t i m e a n d t h e T T L ? 



SOA

 L e t ' s q u e r y t h e S O A f o r a d o m a i n :

# dig SOA <domain>
...
;; AUTHORITY SECTION:
<domain>. 860 IN SOA ns.<domain>. root.<domain>.

200702270 ; serial
28800 ; refresh
14400 ; retry
3600000 ; expire
86400 ; neg ttl

...



SOA

 T h e f i r s t t w o f i e l d s h i g h l i g h t e d a r e :

−t h e S O A ( S t a r t O f A u t h o r i t y ) , w h i c h t h e 
a d m i n i s t r a t o r s e t s t o t h e n a m e o f t h e 
«  s o u r c e  » s e r v e r f o r t h e d o m a i n d a t a 
( t h i s i s n o t a l w a y s t h e c a s e )

−t h e R P ( R e s p o n s i b l e P e r s o n ) , w h i c h i s t h e 
e m a i l a d d r e s s ( w i t h t h e f i r s t @ r e p l a c e d 
b y a ' . ' ) t o c o n t a c t i n c a s e o f t e c h n i c a l 
p r o b l e m s .



SOA

 T h e o t h e r f i e l d s a r e :
−s e r i a l : t h e s e r i a l n u m b e r o f t h e z o n e : t h i s 

i s u s e d f o r r e p l i c a t i o n b e t w e e n t w o 
n a m e s e r v e r s

−r e f r e s h : h o w o f t e n a r e p l i c a s e r v e r s h o u l d 
c h e c k t h e m a s t e r t o s e e i f t h e r e i s n e w 
d a t a

−r e t r y : h o w o f t e n t o r e t r y i f t h e m a s t e r 
s e r v e r f a i l s t o a n s w e r a f t e r r e f r e s h .

−e x p i r e : w h e n t h e m a s t e r s e r v e r h a s f a i l e d t o 
a n s w e r f o r t o o l o n g , s t o p a n s w e r i n g 
c l i e n t s a b o u t t h i s d a t a .

 W h y i s e x p i r e n e c e s s a r y ?



Running a caching nameserver

 R u n n i n g a c a c h i n g n a m e s e r v e r l o c a l l y 
c a n b e v e r y u s e f u l

 E a s y t o s e t u p , f o r e x a m p l e o n F r e e B S D :

−a d d named_enable="YES" t o / e t c / r c . c o n f
−s t a r t n a m e d :

/etc/rc.d/named start

 W h a t i s a g o o d t e s t t o v e r i f y t h a t 
named i s r unning ?



Running a caching nameserver

 When you are confident that your 
c a c h i n g n a m e s e r ve r i s wo r k i n g , e n a b l e 
i t i n y o u r l o c a l r e s o l v e r 
c o n f i g u r a t i o n (/etc/resolv.conf) :

nameserver 127.0.0.1



Delegation

 We m e n t i o n e d t h a t o n e o f t h e a d v a n t a g e s 
o f D N S w a s t h a t o f d i s t r i b u t i o n t h r o u g h 
s h a r e d a d m i n i s t r a t i o n .  T h i s i s c a l l e d 
d e l e g a t i o n .

 We d e l e g a t e w h e n t h e r e i s a n 
a d m i n i s t r a t i v e b o u n d a r y a n d w e w a n t t o 
t u r n o v e r c o n t r o l o f a s u b d o m a i n t o :

−a d e p a r t m e n t o f a l a r g e r o r g a n i z a t i o n
−a n o r g a n i z a t i o n i n a c o u n t r y
−a n e n t i t y r e p r e s e n t i n g a c o u n t r y ' s 

d o m a i n



Delegation



Delegation: Domains vs Zones

 W h e n w e t a l k a b o u t t h e e n t i r e s u b t r e e , 
w e t a l k a b o u t d o m a i n s

 W h e n w e t a l k a b o u t p a r t o f a d o m a i n t h a t 
i s a d m i n i s t e r e d b y a n e n t i t y , w e t a l k 
a b o u t z o n e s



Delegation: Domains vs Zones



Finding the error: using doc

 W h e n y o u e n c o u n t e r p r o b l e m s w i t h y o u r 
n e t w o r k , w e b s e r v i c e o r e m a i l , y o u 
d o n ' t a l w a y s s u s p e c t D N S .

 W h e n y o u d o , i t ' s n o t a l w a y s o b v i o u s 
w h a t t h e p r o b l e m i s – D N S i s t r i c k y .

 A g r e a t t o o l f o r q u i c k l y s p o t t i n g 
c o n f i g u r a t i o n p r o b l e m s i s ' d o c '

 / u s r / p o r t s / d n s / d o c – i n s t a l l i t n o w !
 L e t ' s d o a f e w t e s t s o n s c r e e n w i t h 

d o c . . .



Conclusion

 D N S i s a v a s t s u b j e c t
 I t t a k e s a l o t o f p r a c t i c e t o p i n p o i n t 

p r o b l e m s a c c u r a t e l y t h e f i r s t t i m e – 
c a c h i n g a n d r e c u r s i o n a r e e s p e c i a l l y 
c o n f u s i n g

 R e m e m b e r t h a t t h e r e a r e s e v e r a l 
s e r v e r s f o r t h e s a m e d a t a , a n d y o u 
d o n ' t a l w a y s t a l k t o t h e s a m e o n e

 P r a c t i c e , p r a c t i c e , p r a c t i c e !
 D o n ' t b e a f r a i d t o a s k q u e s t i o n s . . .



?

Questions ?
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