PGP  - Exercise

Installaing GnuPG

$cd /usr/ports/security/gnupg/

$make install clean

$cd /usr/ports/security/pinentry-curses

$make install clean

Key Generation

$gpg --gen-key

Please select what kind of key you want:

   (1) DSA and Elgamal (default)

   (2) DSA (sign only)

   (5) RSA (sign only)

Your selection? 1

DSA keypair will have 1024 bits.

ELG keys may be between 1024 and 4096 bits long.

What keysize do you want? (2048) 

Requested keysize is 2048 bits

Please specify how long the key should be valid.

         0 = key does not expire

      <n>  = key expires in n days

      <n>w = key expires in n weeks

      <n>m = key expires in n months

      <n>y = key expires in n years

Key is valid for? (0) 1

Key expires at Fri Oct 24 14:48:08 2008 GMT

Is this correct? (y/N) y

Real name: Michuki Mwangi

Email address: michuki@swiftkenya.com

Comment: 

You selected this USER-ID:

    "Michuki Mwangi <michuki@swiftkenya.com>"

Change (N)ame, (C)omment, (E)mail or (O)kay/(Q)uit? o

You need a Passphrase to protect your secret key.

NOC# gpg –fingerprint
/root/.gnupg/pubring.gpg
pub   1024D/DE817799 2008-10-23 [expires: 2008-10-24]      Key fingerprint = 8B7D E467 2A4A B708 BDBB  E892 A953 5404 DE81 7799

uid                  Michuki Mwangi <michuki@swiftkenya.com>

sub   2048g/EBA35979 2008-10-23 [expires: 2008-10-24]

The first time it should tell you it's created your keyrings, the second time it'll enter the key generation menu.  Use the defaults except for Real Name, Email, and Passphrase.  You could toss in an expiration time of 1y since this is your first key, don't enter a comment unless you're making more than one key for yourself (ie, seperate home/work keys). Move the mouse around, type random garble on the keyboard, etc while it's trying to generate entropy - if it doesn't get enough keep going.

At this point you should have finished generating it, so try this:

#gpg --fingerprint

Using GPG

#gpg --armor --encrypt  -r  <keyid>  <filename>
e.g $gpg --armour --encrypt -r michuki@swiftkenya.com localhost-reverse.db

This will make a new encrypted file <filename>.asc - to decrypt something encrypted to your key (encrypt something to your own key for testing purposes) type this:

#gpg --decrypt <filename>

You can use a > redirect (or --output) to put the decrypted data in a file vs scrolling it out to your shell. 
How to Share Keys

First import your public-key to an ascii file format:

#gpg --armor --export <keyid> > my_public_key.asc (where my=yourname)

Then copy the above file to the person you want to share your key with.

# scp my_public_key.asc loginname@pc123:~/
Once you have the file on your pc you can import it into your key-ring with

#gpg –-import <filename>
Once you have a new key in your key-ring, you can now encrypt the file using the new keyid

Then send/copy the encrypted file to the owner of the key for them to decrypt it.
