Webmail — SquirrelMail Installation
SA-E Track @ AfNOG 2009

Install PHP Version 5

SquirrelMail is written in PHP. You, also, need to install PHP support for Apache. To do
this we do:

# portinstall php5

You will see a screen that looks like this:

Options for phps 5.2.9

Build CLI version

Build CGI version

Enable debug

Enable Suhozin protection system (not for jails)
Enable zend multibyte support

Enable ipve support

Enable mail header patch

Erable force-cgi-redirect support (CGI only)
Enable dizcard-path support (CGI only)
Enable fastogi support (CGI anly)

Enable path-info-check support (CGI onlu)
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Select APACHE and then select OK and press enter to continue.
When the php5 installation completes do the following:

# cd /usr/local/etc/apache22
# vi httpd. conf

Look for a section that reads:

<I f Modul e di r _nodul e>
Di rectoryl ndex index. htm
</ | f Modul e>

and insert the following text right after that line: (watch out for case)

<| f Modul e php5_nodul e>

AddType application/ x-httpd-php . php

AddType application/ x-httpd-php-source . phps
Di rectoryl ndex index.htm index.htmindex.php
</ 1 f Modul e>

Next, let's edit our php configuration

# cd /usr/local/etc



# cp php.ini-reconmended php.ini
# chnod 644 php.ini
# vi php.ini

Change the line that reads:

; Initialize session on request startup.
session.auto_start =0

To:

; Initialize session on request startup.
session.auto_start =1

Now save and exit the file (:wq).
To finish, we need to restart Apache so that the php5 module is loaded.

# apachect!| restart

Install the Dovecot IMAP/POP server

This will be used by SquirrelMail to act as an IMAP/POP server on your machine.
# portinstall dovecot
You will be asked two questions:

Install '"mail/dovecot-devel'? [yes] no
Install '"mail/dovecot'? [yes] yes

Once dovecot finishes installing we need to enable it and start the service:
# vi [etc/rc.conf

Add a line to the bottom of the file and add:

dovecot enabl e=" YES’

Copy over a configuration file that works for our purposes:
# cd /usr/local/etc
# scp inst@oc. sae. ws. af nog. org: confi gs/ dovecot . conf
# /usr/local/etc/rc.d/ dovecot start

You will get an INFO message on the screen. You can ignore this.

Install SquirrelMail

# portinstall squirrel mail

You will be presented with three different configuration screens during installation:



The choices are fine in this screen, so select OK to continue.

Options for dovecot 1.1.11
1l QUEUE]

1 i
Sol support
IPv6 support
POPZE =Lpport
LDA support
ManageSieve support
GSSAPT support
YPopMail support
BerkleyDE =upport h‘
OpenlLDAP support
PostereSHAL support
MySEL support
SHLite support
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[ 0K ] Cancel

This is already selected and this is fine. Select OK and continue.

Options for phpS-mbstring 5.2.9

[& 1N EGEXMMEnable wultibyte repex support

[ 0K ] Cancel

Select the BUNDLED_PCRE option, then OK to continue.

Options for phpS-pore 5,2.9
[0 UHNDLED PCREJMSelect if you use apache 2.0.x

[ 1K | Cancel

Once SquirrelMail finishes installing you need to configure Apache a bit more by setting up
a virtualhost for your mail.



We will edit the httpd-vhosts.conf file to do this:

# cd /usr/local/etc/apache22/ extra
# vi httpd-vhosts. conf

At the end of the file add the following virtualhost container. (Remember to change the
“pcX” entries for your host):

<Vi rtual Host *: 80>
Server Adm n i nst @cX. sae. ws. af nog. org
Docunent Root /usr/ | ocal / ww/ squirrel mail
Server Name mail . pcX sae.ws. af nog. org
ErrorLog /var/log/mail-error_|og
Custoniog /var/log/ mail-access_| og common
</ Vi rt ual Host >

In addition, we must update the main httpd.conf file to give proper permissions to the
SquirrelMail install directory:

# cd .. (you should be in /usr/local/etc/apache22)
# vi httpd. conf

Find the end of the entry that starts with:

<Directory "/usr/local /ww share">

and ends with:

</Directory>

At this point in the file add the following:

<Directory "/usr/local /ww squirrel mail">
Opti ons | ndexes Fol | owSynLi nks
Al l onOverri de None
Order all ow, deny
Al'low from al |
</Directory>

Now we stop and start Apache to pick up all our changes.

# apachect!| stop
# apachect!| start

Final Configuration

At the end of the SquirrelMail installation there was a message on the screen about
configuring the application. To do this you would do the next two commands. However,
please note that the default configuration is good enough to see our initial SquirrelMail
screens, but may not work to actually send email at this point:

# cd /usr/local /ww squirrel mail/



# ./configure

Here is what the initial SquirrelMail configuration menu looks like:

Squirrel Mail Configuration : Read: config_default.php (1.4.0)
Main Menu --

Organi zati on Preferences
Server Settings

Fol der Defaults

General Options

Thenes

Addr ess Books

Message of the Day (MOTD)
Pl ugi ns

Dat abase

Languages

POoo~NoO~wONE

o

Set pre-defined settings for specific | MAP servers

Turn col or on
Save data

Qui t

OQnon U

Command >>

You might consider going to the Ser ver Setti ngs option and changing the domain
name from exanpl e. comto pcX. sae. ws. af nog. or g.

SquirrelMail should now work. You can test this by opening your web browser to the
following URL.:

http://mail.pcX.sae.ws.afnog.org/

and you should see SquirrelMail up ad running on your host. You can log in to SquirrelMail
as the user inst and see what it looks like.



