Incident Response Exercise

June 12, 2013
JPCERT Coordination Center, Japan




Exercise Scenario [Systems environment] JPCERT CC°®

/[Company A’s system] \
OS: Debian Linux (6.0.5) [126.25.10.111]
Application: Web server(Apache)

« To promote services/products
* Install Webapp for info-share (since Aug/2011)
* Can ssh login to server only from internal network

Web Server
http://www.news.itkeys/ <:>

Internet
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Exercise Scenario [Phase 1] JPCERT CC°®

One day, System admin of Company A got phone call ...

,Vﬁatis goin

If | search “company A” on on with o
Google, | got strange
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Exercise Scenario[lnvestigation by system
admin]

JPCERT CC®

System admin first accessed company A website.
» Web site seems working as usual. No visible error.

Sys admin also asked his colleagues to check the web.
» Some said that they got following errors...

Web Images Maps Mews Shopping Grmail more

GO (ng,e | : @ Reported Attack Site!

This web site at #EiEESeE has been reported as an

Web Results 1- 10 of ahaut 1 attack site and h your security
preferences.

b ' ' i Attack sites try to install programs that steal private information, use your
Th|3 SItE ma\,- harm \FDLIF cnmnuter computer to attack others, or damage your system.

Features Dplnlons rewews and an interactive section, as well as archive Some es intentionally distribute ha softwart man

i i mised without the knowledge or permission of their owners

Get me out of here! | ‘ Why was this site blocked?

Thls'sma may harm your cnmnuter

e LA i R
Search result What they got for company A web
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Two major issues( at this moment) JPCERT CC°®

« Website url is in Google’s blacklist
« Web server might be compromised

-+

System admin had less knowledge about incident response.
So they decide to leave this problem to AfricaCERT.

,’
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Exercise Scenario [logs] JPCERT CC°®

System admin shared with you only web server logs.

« Access log
* Rewrite log

Check these logs and fill in following answer sheet.

Copyright©2012 JPCERT/CC All rights reserved. 6



CAUTION! JPCERT CC°

IP addresses and domain names in this exercise is fake.
Please do not access these from your laptop which is
Internet connected.
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JPCERT CC"®

B Connectto the IP address:
B User: ais01, ais02, ..., ais20
B Password:

Copyright©2012 JPCERT/CC All rights reserved. 8



Question 1 JPCERT CC°

Duration of log: When the log begin and end?]

in this log, how many unique IP accessed to web?]
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Question 2 JPCERT CC°

IP address of attacker. Pick up all that apply]

Date and time of web site compromise]
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Question 3 JPCERT CC°

Describe what happen to users if they access to web site.]

'What is the root cause of this incident?]
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Question 4 JPCERT CC°

'What Sys admin should do ?]

'What company A should do?]
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Exercise 5 JPCERT CC°

B What We(AfricaCERT/JPCERT) can do for this case???
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