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Exercise Scenario [Systems environment] 
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Web Server 

http://www.news.itkeys/ 

Internet 

[Company A’s system] 

OS: Debian Linux (6.0.5) [126.25.10.111] 

Application: Web server(Apache) 

• To promote services/products 

• Install Webapp for info-share (since Aug/2011) 

• Can ssh login to server only from internal network 
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Exercise Scenario [Phase 1] 

One day, System admin of Company A got phone call … 
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Hey Company A, I can not 

see your web site! 

If I search “company A” on 

Google, I got strange 

message! 

What is going 

on with our 

web?????? 

System Admin 
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Exercise Scenario[Investigation by system 

admin] 

System admin first accessed company A website. 

 Web site seems working as usual. No visible error. 

 

Sys admin also asked his colleagues to check the web. 

 Some said that they got following errors… 
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Search result What they got for company A web 

 when accessed 
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Two major issues( at this moment) 

• Website url is in Google’s blacklist  

• Web server might be compromised 

 

 

 

 

System admin had less knowledge about incident response. 

So they decide to leave this problem to AfricaCERT. 

5 
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Exercise Scenario [logs] 

System admin shared with you only web server logs. 

 

• Access log 

• Rewrite log 

 

Check these logs and fill in following answer sheet. 
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CAUTION! 

 

 

IP addresses and domain names in this exercise is fake. 

Please do not access these from your laptop which is 

internet connected. 

 

7 



Copyright©2012 JPCERT/CC All rights reserved. 

Connect to the IP address: 

User: ais01, ais02, …, ais20 

Password: same 

8 
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Question 1  

[Duration of log: When the log begin and end?] 

 

 

 

 

 

[in this log, how many unique IP accessed to web?] 
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10:21-10:59 
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Question 2 

[IP address of attacker. Pick up all that apply] 

 

 

 

 

 

[Date and time of web site compromise] 
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Question 3 

[Describe what happen to users if they access to web site.] 

 

 

 

 

 

[What is the root cause of this incident?] 
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Question 4 

[What Sys admin should do ?] 

 

 

 

 

 

[What company A should do?] 
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Question 5 

What We(AfricaCERT/JPCERT) can do for this case??? 
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HINTS AND CORRECT 

ANSWER 

14 
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LOGS 

Apache log format is “Combine” 

 

 

 

 

 

[Reference] 

Apache HTTP server version 2.2 log file 

http://httpd.apache.org/docs/2.2/logs.html 
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127.0.0.1 - frank [10/Oct/2000:13:55:36 -0700] "GET /apache_pb.gif HTTP/1.0" 200 2326 

SourceIP 

ident 

AuthID Date,time request 

status 

Size of data 

http://httpd.apache.org/docs/2.2/ja/logs.html
http://httpd.apache.org/docs/2.2/ja/logs.html
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HINT 1 

 

 

 

 

 

List up all the services and applications on this server 
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HINT2  

17 

 

 

 

Pay attention to… 

 

• Request 

• Methods 

• Status code 
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HINT 3 
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If you find any suspicious IP, then use grep 

To pick up any access from that IP 
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Exercise Scenario [Extra] 

Upon investigation by system admin, it turned out that there is a 

suspicious . htaccess file on DocumentRoot directory 

 

[.httaccess content] 
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HINT4 

 

 

 

 

The time rewrite log had changed, What was happened 

in Access log? 
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On website compromise cases… 

Several possibility should be considered. 

 

• Attackers login to the server by ssh and rewrite it. 

• vulnerability in webapp 

• vulnerability  in language/framework(PHP/Tomcat) 

• Vulnerability in Operating system(Linux, Win)/Server 

software(Apache, IIS, mysql) 

 

All of these possibility should be in your mind 

21 
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How we identified the problem  

[Two different web application on this server] 

• wp?  WordPress 

• zenphoto  Zenphoto 

 

Logs of zenphoto 
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No suspicious line 
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How we identified the problem  (Cont.) 

Next Wordpress… 

 

 

 

 

 

Pick up all access from this guy. 
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??? 

??????? 



Copyright©2012 JPCERT/CC All rights reserved. 

How we identified the problem  (Cont.) 

Check for 178.59.63.88 
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How we identified the problem  (Cont.) 

Compare logs 
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Access log 

Rewrite log 
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From two log files 

[keyword] 

• WordPress  and timthumb.php 

• Access from multiple ip addresses 

• Rewrite log says access from search engines are redirected to 

suspicious page. 

 

Now you know how it happened? 
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Question 1  

[Duration of log: When the log begin and end?] 

 

 

 

 

 

[in this log, how many unique IP accessed to web?] 
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Begin: 07/Aug/2012:10:21:53 

End: 07/Aug/2012:10:59:36 

78 unique IP addresses ( including one for sys admin) 
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Question 2 

[IP address of attacker. Pick up all that apply] 

 

 

 

 

 

[Date and time of web site compromise] 
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178.59.63.88 

133.98.200.152 

191.41.160.172 

[from 178.59.63.88] 

2012/08/07 10:38:52 to10:50:43 

[133.98.200.152] 

2012/08/07 10:23:59 and 10:24:29 

[191.41.160.172] 

2012/08/07 10:22:59 to 2012/08/07 10:24:49 (every minutes) 
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Question 3 

[Describe what happen to users if they access to web site.] 

 

 

 

 

 

[What is the root cause of this incident?] 
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After 10:41, users are redirected to … 
http://personal-info.itkeys/forum/image.php?page=beb2436a164c6222 

After 10:50, users are redirected to … 
http://image-server.itkeys/forum/image.php?page=beb2436a164c6222 

 

 

Vulnerability in WordPress plugin, timthumb.php 

 

JPCERT/CC WEEKLY REPORT 2011-08-10 

【3】WordPress の TimThumb スクリプトに脆弱性 

http://www.jpcert.or.jp/wr/2011/wr113001.html#3 

http://www.jpcert.or.jp/wr/2011/wr113001.html
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Question 4 

[What Sys admin should do ?] 

 

 

 

 

 

[What company A should do?] 

30 

discussion 

discussion 
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Question 5 

What We(AfricaCERT/JPCERT) can do for this case??? 
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discussion 
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Malicious PHP tool 

Enable bad guys to do any operation via web browser. 
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Top Can execute 

command 



Copyright©2012 JPCERT/CC All rights reserved. 

.htaccess file 

.htaccess file from compromised web server 

 

 

 

 

 

 

 

Cases like this(put the malicious.htaccess that redirect users to 

malware site) can be seen so often. 
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Redirect users to arbitary 

sites base on the condition. 
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List of vulnerable sites 

There are several lists of vulnerable site in the internet. 
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