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Exercise Scenario [Systems environment] JPCERT CC°®

/[Company A's system] \
OS: Debian Linux (6.0.5) [126.25.10.111]
Application: Web server(Apache)

« To promote services/products
* Install Webapp for info-share (since Aug/2011)
« Can ssh login to server only from internal network

Web Server
http://www.news.itkeys/ <:>

Internet
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Exercise Scenario [Phase 1] JPCERT CC°®

One day, System admin of Company A got phone call ...

,Vﬁatis goin

If | search “company A” on on with o
Google, | got strange

/

'
\
!

[
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Exercise Scenario[lnvestigation by system
admin]

JPCERT CC®

System admin first accessed company A website.
» Web site seems working as usual. No visible error.

Sys admin also asked his colleagues to check the web.
» Some said that they got following errors...

Web Images Maps Mews Shopping Grmail more

GO (ng,e | : @ Reported Attack Site!

This web site at #EiEESeE has been reported as an

Web Results 1- 10 of ahaut 1 attack site and h your security
preferences.

b ' ' i Attack sites try to install programs that steal private information, use your
Th|3 SItE ma\,- harm \FDLIF cnmnuter computer to attack others, or damage your system.

Features Dplnlons rewews and an interactive section, as well as archive Some es intentionally distribute ha softwart man

i i mised without the knowledge or permission of their owners

Get me out of here! | ‘ Why was this site blocked?

Thls'sma may harm your cnmnuter

e LA i R
Search result What they got for company A web
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Two major issues( at this moment) JPCERT CC°®

« Website url is in Google’s blacklist
« Web server might be compromised

-+

System admin had less knowledge about incident response.
So they decide to leave this problem to AfricaCERT.

,’
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Exercise Scenario [logs] JPCERT CC°®

System admin shared with you only web server logs.

« Access log
* Rewrite log

Check these logs and fill in following answer sheet.
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CAUTION! JPCERT CC°

IP addresses and domain names in this exercise is fake.
Please do not access these from your laptop which is
Internet connected.
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JPCERT CC"®

B Connectto the IP address:
B User: ais01, ais02, ..., ais20
B Password: same
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Question 1 JPCERT CC°

Duration of log: When the log begin and end?]
10:21-10:59

in this log, how many unique IP accessed to web?]
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Question 2 JPCERT CC°

IP address of attacker. Pick up all that apply]

Date and time of web site compromise]
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Question 3 JPCERT CC°

Describe what happen to users if they access to web site.]

'What is the root cause of this incident?]
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Question 4 JPCERT CC°

'What Sys admin should do ?]

'What company A should do?]
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Question 5 JPCERT CC°®

B What We(AfricaCERT/JPCERT) can do for this case???
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JPCERT CC"®

HINTS AND CORRECT
ANSWER
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LOGS JPCERT CC"®

Apache log format is “Combine”

ident status

m it

127.0.0.1 - frank [10/Oct/2000:13:55:36 -0700] "GET /apache_pb.gif HTTP/1.0" 200 2326
L J \ ) -
Y Y

SourcelP  AythlD Date,time request Size of data

[Reference]
Apache HTTP server version 2.2 log file
http.//httpd.apache.org/docs/2.2/logs.html
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http://httpd.apache.org/docs/2.2/ja/logs.html
http://httpd.apache.org/docs/2.2/ja/logs.html

HINT 1 JPCERT CC°®

List up all the services and applications on this server
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HINT2 JPCERT CC°®

Pay attention to...

* Request
 Methods
e Status code

Copyright©2012 JPCERT/CC All rights reserved. 17



HINT 3 JPCERT CC°®

If you find any suspicious IP, then use grep
To pick up any access from that IP
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Exercise Scenario [Extra] JPCERT CC°®

Upon investigation by system admin, it turned out that there Is a
suspicious . htaccess file on DocumentRoot directory

[.httaccess content]

<IfModule mod_rewrite.cr«
—

EewriteEngine On+

N

BewriteCond %{HTTF_REFERER! “.*i{zoogle|ask|wahoo|baidu|youtube|wikipedia|gg|excite|altavizta|men|net
geape |aol [hothot |goto| infozeek [mamna |alltheweb | lycoz |gearch|netacrawler |bhing |dogpile| facebook [twitte
rlblog|live|nyspace|nail |yandex|rambler|valaport|linkedin|flickr|nignalliveinternet |vkontakte |webalt
al|filegearch|yell|openztat |metabot |nold|zoneru|km|gizablast |entireweh |anfibi |dnoz|»ippy |gearch|walhe
llao|weberawler |javde|findwhat |teona | eurogeek | wizenut |about |thunderstone | ixguick |terra| lookle|metaeur
gka|zgearchepot |glider |topseven|allthegites|libero|clickey |galawy |brainvgearch|pocketflier|veryzoodse
arch|bellnet|freenet|fireball|flenira|zuchbot |acoon|eyber-content |devaro|fasthot |netzindex|abacho|al
lezgklar |zuchnaze |achnel leuche |gharelook |gucharchiv|suchbiene|suchmazchine |web-archiv) . (L #) <

—

EewriteRule "(.#)% http://personal-info. itkers/forun/ image.phptpage=hebf436a164cR222 [R=301,L] <
N
AT oduler «
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HINT4 JPCERT CC°®

The time rewrite log had changed, What was happened
In Access log?
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On website compromise cases... JPCERT CC°®

Several possibility should be considered.

« Attackers login to the server by ssh and rewrite it.
» vulnerabllity in webapp
 vulnerability in language/framework(PHP/Tomcat)

« Vulnerability in Operating system(Linux, Win)/Server
software(Apache, IIS, mysql)

All of these possibility should be in your mind
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How we identified the problem JPCERT CC®

[Two different web application on this server]
 wp? > WordPress
« zenphoto - Zenphoto

Logs of zenphoto No suspicious line J
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How we identified the problem (Cont.) JPCERT CC°®

8.

Next Wordpress... 277 ]

Pick up all access from this guy.
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How we identified the problem (Cont.) JPCERT CC*®

Check for 178.59.63.88
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How we identified the problem (Cont.) JPCERT CC*®

Compare logs

[ Access log ]

[ Rewrite log ]

Copyright©2012 JPCERT/CC All rights reserved. 25



From two log files JPCERT CC°®

[keyword]
 WordPress and timthumb.php
« Access from multiple ip addresses

« Rewrite log says access from search engines are redirected to
suspicious page.

Now you know how it happened?

Copyright©2012 JPCERT/CC All rights reserved. 26



Question 1 JPCERT CC°

Duration of log: When the log begin and end?]

Begin: 07/Aug/2012:10:21:53
End: 07/Aug/2012:10:59:36

in this log, how many unique IP accessed to web?]
78 unigue IP addresses ( including one for sys admin)
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Question 2 JPCERT CC°

IP address of attacker. Pick up all that apply]

178.59.63.88
133.98.200.152
191.41.160.172

Date and time of web site compromise]

[from 178.59.63.88]

2012/08/07 10:38:52 t010:50:43

[133.98.200.152]

2012/08/07 10:23:59 and 10:24:29

[191.41.160.172]

2012/08/07 10:22:59 to 2012/08/07 10:24:49 (every minutes)
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Question 3 JPCERT CC°®

Describe what happen to users if they access to web site.]

After 10:41, users are redirected to ...

http://personal-info.itkeys/forum/image.php?page=beb2436a164c6222
After 10:50, users are redirected to ...

http://image-server.itkeys/forum/image.php?page=beb2436a164c6222

'What is the root cause of this incident?]

Vulnerability in WordPress plugin, timthumb.php

JPCERT/CC WEEKLY REPORT 2011-08-10

[3]WordPress @ TimThumb X&) FrIZHEg5 ¢
http://www.|pcert.or.jp/wr/2011/wr113001.htmi#3
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http://www.jpcert.or.jp/wr/2011/wr113001.html

Question 4 JPCERT CC°

'What Sys admin should do ?]
discussion

'What company A should do?]
discussion
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Question 5 JPCERT CC°®

B What We(AfricaCERT/JPCERT) can do for this case???

discussion
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Malicious PHP tool JPCERT CC°®

Pagat-exploit

. Directory List (5 files and 4 folders)
1P Addr 10.111 You: 1 Action
Apache/2.2.16 P + GB of 13.85 GB (60.21°
: Linux sadaharu-ac 2.6.32-5-amd64 #1 SMP Sun May 6
UTC 2012 x86_64
33(www-clata) gid=33(www-data) groups

CURDI
UPDIR drucr-xrx

PostgresQL: Curl: ON Soc}

¢te o6 ,Ped

Toolz milworm Md5 Lookup ack Update Kill 5|
FTP Bruty

DIR

tory:

htmi
.2 Directory List (5 files and 4 fold:

rhy 2012 nww-data/www:

Action

data

CURDIR

drvner-xroe
Check al Confirm

.- COMMANDS PANEL

Command:

Quick Commands:

htm PHP Filesystem:
phr

Search:

Upload: 3 256MB | Temp dir: /home/haruki/analysis/cwiworkdirftmpjuploaded

Filesystem

(@i Create: overwrite C

View:

an execute
command
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32



htaccess file Redirect users to arbitary

sites base on the condition.

htaccess file from compromised web se

<IfModule mod_rewrite.crs
—

EewriteEngine On+

RewriteCond ¥{HTTP_REFEEER} ".#*{zoogle|ask|rahoo|baidu|youtube|wikipedia|gg|excite|altavizsta|nen|net
geape |anl [hothot | goto| infogeek |manna |2l ltheweb | lvcos |2earch|netacrawler |bing |dogpile|facebook [twitte
rlblog|live|myepace|nail |vandex|ranbler |ya|aport|linkedin|flickr |nigna|liveinternet | vkontakte |webalt
al|filegearch|yell|openstat |metabot |nold|zoneru|km|gizablast |entireweh |anfibi |dnoz|»ippy |gearch|walhe
llo|weberawler |javde|findwhat |teona | eurogeek | wizenut |about |[thunderstone | ixguick |terra| lookle|metaeur
eka|searchepot |zlider |[topzeven|allthesites|libera|clickey |zalaxy |brainveearch|pocketflier |veryvzoodze
arch|bellnet|freenet|fireball|flemiro|suchbot |acoon|cyber-content |devaro|fasthot |netzindex|abacho|al
lezklar |suchnase |schnel leuche |gharelook |gucharchiv|suchbiene|suchmazschine |web-archiv) . (L #) «

n

BewriteBule "(.#)% hitp:/fpergonal-info. itkeve/forun/ inage. phpfpase=heb24362 16406222 [F=301,L]«

< IfWoduler «

Cases like this(put the malicious.htaccess that redirect users to
malware site) can be seen so often.
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List of vulnerable sites JPCERT CC°®

There are several lists of vulnerable site in the internet.
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