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Here Is the Profile for BGP

| Home | | Graphs || Details | | Alerts || Stats | | Plugin5| continous Bookmark URL Profile: |BGP ¥

Profile: BGP a

Group: (nogroup) E
4

Description:

Type: Continous 4

Start: 2007-04-18-1345

End: [2007-0425-1340

Last Update: || 2007-04-25-13-40

Size: 39.1 MB

Max. Size: || unimied : &
Expire: 7 Days E
Status: OK

w Channel List: i
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+ Channel List:
w ntt-cust
Colour: #I9FF8F Sign: + ||Order:
port 179 and {(host 199.238.113.9 or
5 host 199238 133 .10
Filter:
Sources:
¥ ntt
Colour: - Sign: + ||Order:
port 179 and (host 129.250.11.41 and
- hest 129.250.11.42)
Filter:
Sources:
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Application Ports

| Home | | Graphs ‘ | Details ‘ | Alerts | ‘ Stats | | Plugins ‘ continous Bookmark URL Profile: | Ports ¥

Profile: Ports
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I
¥ http A
Colour: #18FF77 Sign: + || Order: 2
proto tep and - (part 80 or part 443)
Filter:
Sources:
¥ mail C]
Colour: #FFFF18 Sign: + || Order: 1
proto tep and (port 25 or port 995 or
: port 110 or port 143 or port 465 or
Filter: port 293)
Sources:
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Profile: mail m

Group: (nogroup) Ej
Mail Deaggregated F

Description:

Type: Continous ¥

Start: D07-04-27-12-45

End: 2007-04-27-12-55

Last Update: || 200704271255

Size: 60.0 KB

Max. Size: 100.0 MB ¥

Expire: never P

Status: OK

w Channel List: + <
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Channel name

. Enter new Habedef | OT
Colour:
value Select a colour from W
Sign: + G Order: 4 ™
Filter:
Available Sources Selected Sources
peerl
upstream1
Sources:

L= (>

| Cancel || Add Channel |




H

Channel name smip
HAD20FF | Or
Colour:
Select a colour from W
Sign: + Order: 4w
[proto tcp and (port 25 or port 465}
Filter:
Available Sources Selected Sources
peerl
Salrcee: upstream1
: | e =

|

Cancel || Add Channel |
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Name for Legend

Pick Contrasting Colors

Get Secure and Insecure

Which Interfaces



w» unclassified E
Colour: #FFTABO Sign: Order: 1
not. {port 22 or port 80 or port 143 |
< o port 25 orport 243 or - port 110
Filter: O PerE - 25 or port 995 orporh 9685
or port 53 or port 5060 or (port GI |,
Sources:
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Good Habit to Show What We Missed
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Unclassified?

Profile: flows
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Select only Unclassified
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Netflow Processing

Source:

Filter:

hitps #
hitp T
sip

dns :
ssh -

| unclassified i

All Sources |

and

<none=> | ¥
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What we Want to See

Options:
() List Flows @ Stat TopN _
Top: 20 *f:
Stat: | FlowRecords % | order by byrtes B ._ _
proto _
Agsregate srcPort “sr::IFJI v...
I dstPort 4 |dstiP v
Limit: ] :F‘acl-c:ets *u* :- W I} v
Output: line | [] /IPv6 long
| Clear Form || process
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And we Get Stats!

Top 20 flows ordered by bytes:

Date flow =start Duration Proto Src IP Addr:Paort Dst IP Addr:Port Packets Bytes Flows
2007-04-26 15:23:42.874 T7523.945 UDPp 192,.103.19.37:14532 -> 196.200.216.229:163554 375870 T1.7 M
2007-04-26 15:20:31.420 4772.982 TCP g4.49.63.24:10000 -> 19 .200.216.18%:5616°9 23373 30.9'M
2007-04-26 15:10:04.232 5400.187 TCP 8o, 197140, 176323885 =» 196, 200:216::189 354509 33461 285.3 M
2007-04-26 14:57:30.221 &145.328 TCP 6914230 2337085 =5, 190 202G . TR IATRER 30873 21.8 M
2007-04-2¢ 15:09:13.029 5451.780 TCP B5.165.2.127:6881 -> 196.200.Z16.189:56424 30138 20.3 M
2007-04-26 15:25:25.826 T825.700 UDP 196.3.64.137:18710 -> 196.200.216.24%:14496% 141847 15.3 M
2007-04-26 15:19:53.943 4155.149 TCP 54.41.253.66:21711 -> 196.200.216.189:57975 23103 12.4 M
2007-04-26 15:06:43.314 3268.540 TCP 200.83.46.63:9090 - 1%9.200.216.18%9:572045 17100 B.2 M
2007-04-38 15:53:15.490 3301.426 TCP 1590148, 172.186:9%5 -3 159,200 .213. 21871921 6458 6.0 M
2007-04-26 17:13:53.8985 1382.056 TCP SO B SR e ok e 196200223 b4 883 R821 3.9 M
2007-04-26 16:05:13.696 1435.464 TCP B 24 2R502RRERL. =% 196200016, 189 58307 5347 4.3 M
2007-04-26 15:35:44.980 113.764 TCED 193.190.198.20:34750 -= 196.200.218.19:54390 2823 4.2 M
2007-04-26 15:16:36.662 4368.722 TCP 201.219.138.119:12958 -»> 1Y96.200.216.18%9:53382 5037 3.5 M
2007-04-28 15:23:01.307 2497.848 TCP 193.69.51.155: 32484 - 196.200..216.169:58012 7388 2.4 M
2007-04-26 15:32:38.598 143.236 TCP 193.190.1958.20:34168 -> 196.200.215.1%9:63803 2118 3.0 M
2007-04-26 15:24:10.258 3898.718 1CP 81 151, 205 E3 3012 7R~ A96 FO0 216, 189557645 4954 2.6 M
2007-04-26 15:17:55.9982 1027.144 TCP 89.224.194, 227139167 -—» 196.200.216.189:56800 1865 2.5 M
2007-04-26 16:06:28.479 1360.357 TCP B5.226.1458.160:11037 -> 196.200.Z216.189:58863 3830 2.3 M
2007-04-26 16:05:13.688 1446.388 TCP 84.250.45.107:6881 -> 196.200.216.189:58817 3126 2.2 M
2.2

2007-04-26 15:55:41.071 80.436 TCP 193.1590.198.20: 38806 -= 196.200.218.19:51978 1506

Summary: total flows: 314800, total byte=s: 333.7 M, total packets: 1.2 M, avg bpa: 28778
Time window: 2007-04-26 14:57:39 - 2007-04-26 17:39:47

Total flows processed: 314800, skipped: 0, Bytes read: 16373186

Sys: 0.396= flows/second: 794351.5 Wall: 1.278s flows/second: 246265.0
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Dst IP Addr:Port

ik et I W s e

At your site, you would use better names ©
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Who Was It?

Packets Bytes Flows
16384 x|
2b169 | 496.200.216.229: 2
:24509 | dhcp-216-229.wifi.ws.afnog.org
S7bZhB
chd74 IP range 196.200.208.0 - 196.2C
149672 Network name AFNOG
cog7C Intos B L L
=708 Infos Temporary PI Assignmer
1921 |8
h4583 6921 5.9 M 1
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To Whom Were They Talking?

Src IP Addr:Port Dst IP Addr:Port Packets Bytes Flows
192.103. 19 . 57/l Py
64.49.63.24:10000 A
85.197.140.17b: 23885
a2 B o Pt E ] WA o i A B R e
O 2 A Ll 6 s
19k 3564 13718710
64.41.253.b60:21711
200.83.46.63:590%90
159.148.172.196: 9495
5 R o O e e L - 196200, 223 164883 6021 5.0 M

Broken in-addr.arpa ®
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Yep, in-addr.arpa ®

% host 192.103.19.37
; ; connection timed out;
reached
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no servers could be
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% whois -h whois.arin.net 192.103.19.37
OrgName: Nokia Data Communications
Corporation

OrglID: NDCC-2

Address: 2300 Tall Pines Drive, Suite 100
City: Largo

StateProv: FL
PostalCode: 34641

Country:

US

Hi Joel ©

2008.05.28 AfNOG NFSEN

18



	NFSEN:  How is My Network Being Used (Apps)?
	PowerPoint Presentation
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Making a New Channel
	New Channel Form
	SMTP Channel
	Slide 10
	Unclassified?
	Select only Unclassified
	What we Want to See
	And we Get Stats!
	Who Was It?
	To Whom Were They Talking?
	Yep, in-addr.arpa 
	Try Whois

