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PGP key operation Hands on Exercise. 

JPCERT/CC 

 

1. Before starting to learn. 

i. Check the version of your GnuPG 

① Check your GnuPG version. 

 

Note: Please check the “Supported algorithms” and find what you can do. 

      This document is written with GnuPG 1.4.6 

 

② Use “gpg –help” or “man gpg” for manuals 
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2. Create public & private key pairs for GnuPG. 

Summary of steps 

① Type “gpg --gen-key” 

 

Find the above screen and choose “algorithm” of the encryption. 

At this time, we‟ll choose “DSA and Elgamal” as a default. 

 

② Some people say that 1024 bit not strong enough anymore.  So we‟ll 

choose 2048bit for this time. After that we‟ll have to think about the expire 

date of the key pars. 

 

Note: It is important to select expire period. It is basically up to your 

security policy to decide this one. Several organization operate with 1 year. 

If you choose one year for this, you have to notify to users about the 

changing of the keys. 
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③ Type your “Real name” and “e-mail address” for this. 

 

Note: Please keep in mind that anyone can make your keys of e-mail 

address. So what is the way that you can make sure that your key belongs 

your key ?    The answer is “fingerprint”. 

 

④ Enter passphrase for 1st time 

 

And 2nd time 

 

Note: Please do not forget this password and make sure the password is 

strong enough for brute forcing. 
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⑤ GnuPG automatically generate keys. 

 

Note1: When generating the key pairs, the operating system needs many 

random numbers. It is recommended to do something on the system for 

that.  

 

Note2: Read these messages carefully and should know the contents below 

・Key ID 

・What is the “trust” 

・Key Length 

・Expires date 

・Key fingerprint 
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⑥ See your keys 

 

Note: Please remember the option “gpg --list-keys” you can list keys in your 

keyrings. And you can use both Key ID and e-mail address. But, sometimes 

e-mail address can not determine unique Keys. Because of e-mail 

confliction problem like below: 

 k-kamata@jpcert.or.jp  vs  kamata@jpcert.or.jp 

you can not determine these two by using kamata@jpcert.or.jp 

 

⑦ Where is the key files ? 

 

Just under the “.gnupg” directory of your home directory. 

 

Public keys stored in : pubring.gpg 

Private keys are stored in : secring.gpg 

You can choose your favorite option in : gpg.conf 

 Please see the manual for more detail  
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3. Sign messages and verify it. 

Let‟s try to sign some text message with your privte key. 

① Create file for encryption 

 

 

② Let‟s sign the file  

1. Type as below and type your long passphrase too. 

 

 

2. After typing your passphrase correctly, please try the “ls –l” and find 

the file “test_sign.asc”. That is a signed file. Lt‟s see the inside of file. 
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3. The verify process. 

 

Note: Please find the message “Good signature from” and that is a message 

that gpg command can successfully verify the message. That means the file 

is surely signed by your private keys. 

 

4. If the file is not correctly signed… 

 

Note: You may find the message “BAD signature from” that means the file 

may be altered by someone. Do you want to see the inside ? 
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See and find the difference of the file contents. 

 

 

 

 

 

 

 

4. Import public keys for your key rings. 

If you want to send some encrypted messages, you need to get the public key of 

that e-mail address. How to get ? 

① Searching by PGP key server 

1. http://pgp.mit.edu 

2. http://pgp.nic.ad.jp 

※ These key servers are typically synchronized. 

② Try to find key for info@jpcert.or.jp with pgp.mit.edu 

 

Which is suitable for you ? Try to click the “2C94D4ED” 

http://pgp.mit.edu/
http://pgp.nic.ad.jp/
mailto:info@jpcert.or.jp
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③ Get the key data in “ASCII” characters. 

 

 

④ Type Ctrl-A and Ctrl-C on the browser, then open your notepad on your 

windows, then Ctrl-V. You‟ll find that you‟ve got the key data in your buffer 

 

Note: The characters „-----END PGP PUBLIC KEY BLOCK----„ is a special 

sign for telling that is the end of PGP key data. It is important to include 

this part if you import to your key ring. 

 

⑤ There are two main ways for importing the public key. 
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1. Type “gpg --import” and paste the copied key data to the terminal. 

 

Note: Type Ctrl-D after pasting the copy buffer. You‟ll get message as 

below 

 

 

 

 

2. Import from file. Please remember that [FILENAME] should be 

written in real filename.  
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⑥ Please find that the public key is really imported. 

 

Note: Make sure that the fingerprint is right.  

Use   “  $ gpg --fingerprint [KeyID]”   to show the fingerprint. 

 

 

 

 

 

 

 

 

 

5. Encrypt messages. 

① Make sure which e-mail address you want to send. You are going to send to 

ww-info@jpcert.or.jp you can get the key from the URL below: 

http://pgp.nic.ad.jp/pks/lookup?op=get&search=0x298F386F 

 

 

② Make some file for encryption. 

 

 

mailto:ww-info@jpcert.or.jp
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③ Try to encrypt with you key. 

 

Note: Please type “y” only if you are sure to encrypt with that key. 

 

 

 

 

 

 

 

 

④ Try to see the encrypted file. 

 

Note: You can not decrypt this file. Do you know why?  There is a way to 

make encrypted message that you can decrypt with command as below 
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gpg --encrypt --armor -r ww-info@jpcert.or.jp -r kamata@test test_encrypt 

Note: You can use “-r” option to encrypt multiple public keys as many as 

you want. 

 

 

6. Sign and encrypt 

It should be very easy for you now. 

 

 

 

 

 

 

You can get signed and encrypted message. 
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HOME WORK 

1. Find some friend and exchange each public key. 

Hint: Export your publickey with “gpg --export --armor KeyID” 

 

 

2. Try to encrypt with your friend‟s public key and sign with your private key 

 

3. Give the text data to your friend in some way (ex. E-mail) 

 

4. Get the signed and encrypted message from your friend. 

 

5. Try to decrypt with you private key and verify the message. 

 

To decrypt the file: gpg –decrypt [filename] 

To verify the file: gpg –verify [filename] 
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ADVANCED 

 

1. SIGN someone‟s public key 

  $ gpg --sign-key 

 

 

 

2. SIGN for some binaries with detached signature file. 

 

Note: The .sig file is a detached signature file. See how to verify. 
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3. Symmetric cipher encryption 

 

To decrypt 

 

 


